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A SSL Connection in Reality
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SSL uses 9 messages to establish encrypted communications.
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Handshake protocol messages may be combined.

Prot: 22 Vers: 3 0 Length...

Msg

...Length Type

Msg Length...

...Length

Handshake Message
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Prot:22 | Vers:3 0 Length...

ClientHello Message .Length | Type:1 Length...

...Length | Vers:3 0
e \ersion )
e Random Number 7 ClientRandomValue
i (32 bytes)
e Session ID |
ID len
e Cipher Suites
[ J

Compression Methods
Session ID

Value  Cipher Suite
00 SSL_NULL_WITH_NULL_NULL
01 SSL_RSA_WITH_NULL_MD5 I

02 SSL_RSA_WITH_NULL_SHA CipherSuite length CipherSuite 1

03 SSL_RSA_EXPORT_WITH_RC4_40_MD5 |

0.4 SSL_RSA_WITH_RC4_128_MD5 I

05 SSL_RSA_WITH_RC4_128_SHA C | phersu |te 2
0.6 SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5

0,7 SSL_RSA_WITH_IDEA_CBC_SHA

08 SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

09 SSL_RSA_WITH_DES_CBC_SHA

0,10  SSL_RSA_WITH_3DES_EDE_CBC_SHA

011  SSL_DH_DSS_EXPORT_WITH_DES40_CBC_SHA
0,12  SSL_DH_DSS_WITH_DES_CBC_SHA

CipherSuite n Cmp len Cmp1

Cmp 2 Cmpn




Prot:22 | Vers:3 0 Length...
ServerHello Message _Length | Type:2 Length..
...Length | Vers:3 0
* \ersion L
e Random Number Ve ServerRandomValue
. (32 bytes)
* Session ID
IDlen
e Cipher Suite
e Compression Method
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ServerKeyExchange Message

Prot: 22

Vers: 3 0 Length...

...Length

Type: 12 Length...

...L.ength

DH p length DHp..

...value DH g length

DH g value

DH Y; length

DH Y; value

7

Signed MD5 hash [if RSA signing]

(16 bytes)

£

Signed SHA hash [if RSA or DSA signing]

(20 bytes)

e

ServerKeyExchange carries Diffie-Hellman parameters

Prot: 22 Vers: 3 | 0

...Length | Type:12

...Length RSA mod len RSA ...
... mod value RSA exp length

RSA exp value

Signed MD5 hash [if RSA signing]

(16 bytes)

e

Ve

Signed SHA hash [if RSA or DSA signing]

(20 bytes)

e

ServerKeyExchange carries RSA parameters



