Lecture 1: (part 2)




Attack 2 : Power Analysis Attacks

® Collision attacks fail because they are easy to detect.
® Power anlaysis: Send truly random R to SIM, not causing sim lock.

e How it works: SIM relies on external power and clocking Signal.

® It needs also a special measurement setup, signal and data preprocessing

and cryptanalysis.
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Measurement Setup for Power Analysis
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Power Trace Measurement

Send random R, measure the corresponding output and power traces, and repeat.
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that value.

(e.g. GND or VCC).
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How secrets are leaked from traces
(leakage model)?

® Hamming weight model: The power consumption for storing a value (e.g.

r=10100111) is proportional (or conversely) to the Hamming weight of

® Why?: In CMOS circuits, data bus is precharged with constant voltages
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Power traces with intermediate results of
different hamming weights.

Mean Traces for the 9 Different Hamming Weights
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Note: the above power traces have been preprocessed (e.g. noise

reduction)
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Which intermediate result as the target?

® Strategy: Attack one color at a time(0 <i < 15), but not fixing the other colors

(not causing sim card lock).

* hypothesis testing: Target at TO[Ki+2Ri)] , assume Ki= v (256 possibilities),
compute the correlation coefficient between TO[v+2Ri]]’s Hamming weight and

power traces.
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Traces are misaligned

Must be aligned before conducting the attack.
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e

Assume Ki=v, Compute correlation coefficient

( between power traces and HW(T,[v+2Ri]))

° hypothesis testing: compute the coefficient corresponding to

v=0,1,...
correct hypothesis.
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Pearson correlation coefficient

Correlation coefficient between Uand V, denoted by g,,, IS
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where E Is expectation, 4, — E[U], and standard deviation au \/E[(U —1,)°].
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e

The coefficient plot for a correct hypothesis (K.=v)
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Power analysis vs. collision attacks

® Targets: 4 SIM cards from two mobile operator and 4 different manufacters

* Efficiency in terms of: the number of inputs needed.

TG Y= RiFTaht Sl TS
SIM#1 | A 75 400 20,000
SIM#2 I1 B [-C 200 >20,000
SIM#3 [11 B [-C + C-F 4000 S (#EER)
SIM#4 AY B [-C + C-F 10000 S (AR

® Collision attacks: low-cost, fast implementation, and easily detected
(prevented).

not applicable to new SIM cards
® Power analysis: powertful, but needs special measure setup.

I. Measurement setup(~60k usd).

2. Knowledge in cryptanalysis, statistics and signal processing.

- /




4 N
More advanced topics about power analysis

® The DPA Book. www. dpabook.org

® Recent updates: The CHES, Crypto, Eurocrypt conferences organized
by IACR (International Association for Cryptologic Research).

Power Analysis Attacks
Revealing the Secrets of Smart Cards

Stefan Mangard
Elisabeth Oswald



http://www.dpabook.org/
http://www.dpabook.org/
http://www.dpabook.org/

the measurement setup at IS

Open to interested undergraduate students.

Please contact me if you’re interested in doing such experiments!
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Mean Traces for the 9 Different Hamming Weights
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