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THREAT MODEL W& #Y

- Physical attack on:
- Memory
- Bus
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« Cold-boot attack
- DMA attack
- RETROT
- RE. BWKEE

Cold-boot attack

COLD-BOQOT ATTACK

« Lest We Rember: COLD BOOT ATTACKS ON ENCRYPTION KEYS. 2008,
Princeton University
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- DMA
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DMA ATTACK

- Direct Memory Access
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HOW TO:

- KBREMITHE, WEETBIDMABESRE
WANT4CHIENT (BSEUREEN KIS
R) o

- BRAIZB)
- N2 (Apple Firewire) &

« ThunderboltIi & e //

- PCleRp& &

Example: Russ Sevinsky's Thunderbolt DMA

DMA ATTACK

- Current DMA research

- 1/O attacks in Intel-PC architectures and
countermeasures

- Understanding DMA malware

After-class reading

« Current Thunderbolt attacks:
« Inception——Dump 4GB memory
« Daisy chaining Thunderbolt and Firewire
- De Mysteriis Dom Jobsivs (Mac EFI Rootkits)

MEMORY DUMP ANALYSIS

- Tool: AESKeyFind

- ERBRPBRHIMSAESER
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- Paper:

RS

- Lest We Remember: Cold Boot Attacks on Encryption
Keys, in Proc. 17th USENIX Security
Symposium (Sec '08), San Jose, CA, July 2008.
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MEMORY DUMP ANALYSIS

« Tool: Voldtility http://code.google.com/p/volatiity
- FERABEIEDHTESR, URGGHMNEFOTIRNIIE

- NARLELS, BEARTUBEL:
« WindowsfJhashes
- SAM (ZE=ABPIKFEREUERE)
- SEMRARS I

ATTACKS ON HARDWARE::

- Hardware-targeting

- Purpose:
- obtain the critical data storing/transmitting in the system

COUNTERMEASURES

« Hardware-support security mechanisms
- Bus encryption
- Memory encryption

1.

Secure crypto-
2. Secure processor rocessor
- Secure processor
- Secure cryptoprocessor

Root of security :

Complexity of CPU chips

A QUICK REVIEW ON

MEMORY HIERARCHY

VON NEUMANN ARCHITECTURE

« Von Neumann model or the Princeton
architecture

- It describes a design architecture for an electronic
digital computer with subdivisions of a processing
unit consisting of an arithmetic logic unit and
processor registers, a control unit containing an
instruction register and program counter, a memory

to store both data and instructions, external mass

storage, and input and output mechanisms.

MEMORY HIERARCHY

« Primary memory
- Registers, Cache
« Main memory

- Secondary memory
« Hard drives
- Solid-state drives

. Off-line storage o
- BIURQy-RW, ... ohee
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PROCESSOR REGISTERS

- Registers are the fastest of all forms of
computer data storage.

- Location:
- inside the processor

- Content:

- Each register typically holds a word of data, often 32
or 64 bits

PROCESSOR CACHE

« Processor cache is an infermediate stage
between ultra-fast registers and much slower
main memory.

- Goal
- Increase performance

- Most actively used information in the main memory is
just duplicated in the cache memory, which is faster,
but of much lesser capacity.

- Multi-level hierarchical cache setup is also
commonly used—primary cache being smallest,
fastest and located inside the processor; secondary
cache being somewhat larger and slower.

MAIN MEMORY

« Main memory is directly or indirectly connected
to the central processing unit via a memory bus.

- How it's connected to CPU
- Itis actually two : an address bus and a data bus.

« How it works:

- The CPU firstly sends a number through an address bus, a
number called memory address, that indicates the
desired location of data. Then it reads or writes the data
itself using the data bus. Additionally, @ memory
management unit (MMU) is a small device between CPU
and RAM recalculating the actual memory address, for
example to provide an abstraction of virtual memory or
other tasks.
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- Architecture support for memory

encryption and verification

Processor Core

Secure Processor

Crypto Engine

Trusted Domain

UnTrusted Domain .Qo@
v / Q@
Main Memory /v

(Encrypted Code/Data &
Authentication Codes)

HOW TO IMPLEMENT

1. Hardware assist

Von Neumann bofttleneck: performance loss
Security engine design

Modify the CPU

2. Software-stack support
Modify the OS

Application management: authorized and non-
authorized
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NEXT:
TRUSTED COMPUTING

TRUSTZONE

+ ARM ® TrustZone ®

Secure crypto-
processor

TRUSTZONE

+ ARM ® TrustZone ® technology is a system-
wide approach to security for a wide array of
client and server computing platforms,
including handsets, tablets, wearable devices
and enterprise systems. Applications enabled
by the technology are extremely varied but
include payment protection technology,
digital rights management, BYOD, and a host
of secured enterprise solutions.

http://www.arm.com/zh/products/processors/technologies/trustzone/index.php

TRUSTZONE ARCHITECTURE

Normal World SecureWorld ||

Privileged Modes

Privileged Modes

Monitor Mode |

TRUSTZONE HARDWARE ARCH

Processor System
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Minimal Requirements

Permanently
Non-Secured e

Boot ROM may be replaced by authenticated boot

TRUSTZONE SOFTWARE STACK
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| Cortex-A / ARM1176 Processor with ARM TrustZone Technology

Secure Element
(SecurCore)




