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Some updates from Citizenfour

www.digitaltrends.com/mobile/nsa-gchg-sim-card-hack-snowden-leak-ne

THE NSA HAS HACKED YOUR PHONE:
WHAT YOU NEED TO KNOW, AND
HOW TO PROTECT YOURSELF

By Malarie Gokey — February 25, 2015
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compromised the security of
potentially billions of phones
(3G/4G encryption relies on the
shared secret resident on the
SIM), they not only screwed the
manufacturer, they screwed all of
us, becausehe only way to
address the security compromise
is to recall and replace every Sl 6



Outline

A Background

1) 2G/3G/4G (U)SIM Security
2) cryptology, 2G/GSM AKA protocol

A Our work

1) 3G/4G AKA protocol and MILENAGE algorithm
2) Side Channel Attack / Differential Power Analysis
3) Strategy, results and demos

A Lessons learned



l_%ackground
Cellular networks (#G)

A 1G: analogue signal

A 3G/4G: UI\/ITS/LTEl 1
high-speed data transmission

A 2G:GSM vs. CDMA
digital signal




l What is a (U)SIM card?

A (U)SIM =niversal)Subscriber Identity Module
A (U)SIM is a smart card (a mini computer).

A SIMstores
U ICCID (serial number)
TRIY/S] I @=Hs| 310 150 12345678¢ ) ‘53

y USA+AT&T +id number
U Secrets

A Secret on 2G SIM: master Key
A Secrets on 3G/4G USIM:

master keyK, andOP¢rl, r22 X 21> ck
A What if secrets are stolen/compromised?




Security compromised
by revealed/stolen secrets

TAPPING TROJAN FRAUDULENT CALLS
OTP AUTHENTICATION

Any cryptography in (U)SIM?



Cryptologyin a nutshell
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A Cl’yptograptheSign old

The design of cryptsystems that help pre e various aspects of information
security such asonfidentiality integrity, authenticityandnon-repudiation

A Cryptanalysis (codbreaking).

1. Mathematical: break a crypteystem mathematically.
2. Physical: break the implementation of a cryssgstem.
Attacks in real life are often physical.

)

output




What cryptography Is
needed for (U)SIM?

A AKA (Authentication & Key Agreement)

A Authentication:a process that ensures and confirms a usielesitity.
E.g., Bob authenticates Alice Gyallengeand-Response

A Key Agreement/(rong term though): session key derivation
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he 2G GSM AKA Protocol

SIM GSM Network AuC
(IMSI.KI) {(IMSLKI)} for all subscribers
IMS . IMSI (identifying KI)
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Encrypted (under KC) communication

AKA algorithm of GSM: COMP1R8A3+A8)
Encryption algorithm : A5
Insecurity:

1. COMP124l is fatally flawed (narrow pipe attacks [BGW98])

2. Only onevay authentication (spoofing base stations, DEFCON 2010)
3. Subject to sideehannel attacks (DPA attacks [RRST&Z)A 3])




Security improvement
of 3G/4G over 2G

2G 3G/4G
Authent_lcatlon flawed COMP124l MII'_EI\!AGEEr,l turn bgsed on AER?8,
Algorithm which is mathematically secure
Authentication One-way (base station Mutual authentication (preventing
mechanism  authenticates the SIM) spoofed base stations attacks)

The master key K
The tweak value OPc

Secrets The master key K More operator -defined values:
UhuOwo OwUk OWE O wo ¢
(more secrets = better security?)

s 3G/4G USIM authentication
physically secure?



3G/4G AKA Protocol

SIM UMTS Networks Al
IMSLIK ) wser id reguest (IMSLEK) for every subscriber
IMST

# IMSI (identifying K)
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encryvpted communication under session key (CFCTK)

The different between 3G and 4G is not securghevant



MILENAGE Algorithm

RAND AUTN
+ A
- B
5 SQNA AK AMF MAC

v
_HiJ

f1 f2 3 f4
XMAC RES CK IK

Verify MAC = XMAC

Verify that SQN is in the correct rang

AuC

Generate SQN

Generate RAND
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MAC XRES K IK

AUTN := SQN & AK || AMF | MAC

AV :=RAND | XRES|| CK || IK | AUTN




Secrets In USIM?
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How to recover them?

Breaking into a vault is hard.

Things are different if it can be
divided into independent sub problems

A Our job: recover the secreté B t Q1 DXONIDJone at a
time using power analysis.

i forsecretn{Y BOGE OmMX OHX XX Op Y
do a Differential Power Analysis (DPA)

U for secretv{rl, r22 X}
do a (nonstandard) Correlation Power Analysis (CPA)



SCA (Side Channel Attack)

Power
consumptig




Measurement Setup

PC
+

Software
SCAnalyzer

A W—— | Pover

Recorder



Part2
Differential Power Analysis (DF

unknown secret key

/ device —  measurement \, |

input analysis

\ model | . ‘estimation J/

T
key fragments (e.g., bytes)

A AES: 128bit secretkey brute force infeasible

A Exhaustive search for a key byteasy

A 256 candidates (correct one highly correlates to traces)
A Do the above for every key byténdependently




